Risk Management & Communication

· Risk Management is reducing risks to an acceptable level, which is?

· Zero risk? – no risk is acceptable – unrealistic

· Acceptable risk? – who defines what is acceptable

· De Minimus and De “Manifestis” Risks

· de minimus, that is trivial risks

· Often considered less than 1 in 1,000,000 risk

· de “manifestis” that is obnoxious risk

· Controlled without regard to cost; risk greater than 1 in 1000

· Risk Assessment complicates management by exposing

· Uncertainty and variability

· Differences in stakeholder understanding and perceptions

· multiple perspectives make consensus building difficult 



Depiction of risk vs. regulatory acceptability

European Commission Definition

· Risk management is the process of weighing policy alternatives in the light of the result of a risk assessment(s) and of other relevant evaluations, and, if required, of selecting and implementing appropriate control options (including, where appropriate, monitoring/surveillance activities).

How Risk Management fits into the process

Why assess if not to manage

· Risk Assessment calls for decision making

· Action with uncertainty, but this calls for answers to

· What is an acceptable risk

· How clean is clean

· What controls should be used

· Which receptors and resources should be protected

· Risk Management, to be effective should include:

· Benefits and costs

· Technological alternatives, 

· Societal values

· Risk Management is policy driven

Risk management allows use while preventing unfavorable effects

Risk management 

· In the U.S., many agencies are responsible for managing risk

· Environmental Protection Agency

· Food, Drug, and Cosmetic Agency

· Occupational Safety and Health Administration

· Departments of Transportation, Agriculture, Energy, Defense

· Consumer Product Safety Commission

· Nuclear Regulatory Commission

· Federal Emergency Management Agency

· Risk Management involves evaluating and controlling either the hazard or sources of exposure with input from:

· Science, Politics, Economics

· Competing risks

· Social norms such as equity

Environmental management methods

Economic Instruments
Emissions trading

Deposit-refund

Consumption fees

Performance bonds

Grants, loans

Tax relief

Subsidy Removal
Indirect Regulation
Government spending

Information

Publicizing behavior

Reporting performance

Education
Direct Regulation
Standards

Regulations

Inspections

Penalties
The hazard pathway can help identify risk management opportunities

Transition of Modern vs. Traditional hazards 

Risk = Hazard x Exposure

· If this is true, then risk management is a function of reducing or eliminating:

· Hazards

· Exposure

· Exposure reduction is a management option

· Consequences (harm) of exposure

· Risk management must be formulated in the context of the culture

· Socio-economic

· Socio-political

Risk Management

· Involves decision-making that incorporates:

· Prioritizing risks

· Determining acceptable level of risk

· Determining resources to reduce risks to an acceptable level

· Determining the greatest benefit for the resources to be expended

· Planning

· Implementing

· Monitoring and evaluating effectiveness

Management systems approach may help

· Align organizational objectives and risk goals

· This requires defining them first

· Identify and assess risks

· These may be resources (human, physical assets, ecological, etc.

· Develop alternatives to reduce or avoid risk

· Set priorities of alternatives

· Prepare cost benefit analyses

· Implement chosen alternatives

· Check effectiveness, 

· Review objectives and goals

Risk assessment & management integrated  systems framework

· Organization objectives

· EHS policies

· Site specific goals

· Driving forces

· Analytical boundaries

Approaches to risk management - Probability Severity Matrix

Approaches to risk management - Hierarchy of industrial controls

· Control at the source

· Substitution

· Elimination

· Engineering controls

· Process change

· Control the pathway

· Exhaust ventilation at the point of emissions

· Protective barriers 

· Control at the level of the person

· Personal protective equipment

· Training

· Administrative controls (shift rotation, limited hours of exposure)

Risk Management Considerations

· Technical practicability of options

· Availability of technology, 

· Practical feasibility of relevant production or processing methods,

· Legal or regulatory constraints, 

· Potential difficulties involved in control, inspection and/or compliance determinations,

· The economic and social costs and benefits

· cost of available or alternative technology, 

· expected benefits/effectiveness, 

· distribution of benefits and costs,

· preferences expressed by stakeholders.

Management considerations

· A number of tools may be used for considering these factors and specific emphasis has been placed on economic analyses

· cost-benefit analysis

· cost-effectiveness analysis

· Economic and social analyses have strengths and limitations, and discussing their value goes far beyond the scope of this document. 

· Suffice it to say that the risk assessment results should provide an essential input into economic analyses

· And these analyses should be conducted with the same rigour as risk assessments

· to foster consistency between public health and socio-economic approaches.

The optimal decision

· Based on the best available scientific and technical information;

· Determined primarily by human health and environment quality considerations,

· With sensitivity to social, cultural, legal and political considerations;

· Give priority to preventing avoidable risks

· not just controlling them;

· Select options that are feasible

· with benefits reasonably related to their costs;

· If appropriate, apply the Precautionary Principle;

· Incorporate a built-in monitoring, surveillance and review mechanism.

Cost-Benefit Analysis

· It was stated earlier that 

· Without benefits no risk is worth taking

· With benefits risk may be worth taking

· How can CBA be used to evaluate environmental policies, for a given project:

· Determine all impacts

· Determine the value of impacts

· Calculate net benefit

· Concerns with Cost-Benefit Analysis

· Not everything can be valued in economic terms 

Cost Benefit Analysis

· Schools of thought differ on CBA’s applicability

· Economic growth is essential to environmental quality improvement

· Compare eastern and western Europe

· Economic and environmental well-being are mutually reinforcing

· Others are philosophically opposed to costing the environment

· One reason is the matter of Externalities

· Expenses related to a product that are borne by someone other than the individuals producing a product or using the resource

· Commons such as air, water, land

· Pollution-control costs include pollution prevention as well as pollution costs that have associated fees

· Not all do or reflect the market

Risk Management 

· Risk management may involve:

· educational solutions

· economic incentives, disincentives

· regulatory approaches

· Often involves comparing

· risk to another factor such as the cost

· or reducing the risk or improving the benefit gained from the risk

$$ per year of life saved

Program



Cost


Uncertainty

· Childhood measles

saves $

low

· Lead Phaseout


saves $

low

· Underground safety rules
52,234

low

· Hemodialysis at dialysis ctr.
56,076

low

· Coronary artery bypass

67,579

low

· Front-seat airbags

108,593

medium

· Dioxin effluent control - paper
5,566,386

high

· Control of routine PP radiation
164,875,379

high

Principles for Risk Management

· Principles have been proposed to guide risk management decision-making

· Hattis suggested that RM

· Should be aspirational, not prescriptive, requiring flexibility and judgment

· Is a balancing process among competing interests and concerns

· Decisions must balance competing priorities 

· May require that tradeoffs between conflicting principles maybe necessary

Principles for Risk Management

· Do more good than harm

· The goal of risk management should be to prevent or minimize risk, or to “do good” as much as possible

· Zero risk is not achievable, so it is difficult to attempt to “Do no harm” but it may be possible to not make matters worse

· Fair process of decision-making

· Risk management should be just, equitable, impartial, unbiased, dispassionate, and objective as much as possible given the circumstances of each situation

Principles for Risk Management

· Ensure an equitable distribution of risk 

· To ensure fair outcomes and equal treatment of affected parties through an equal distribution of benefits and burdens

· This should be based on an open process that provides equal opportunities for affected parties

· Watch for risk transference or transformation

· Seek optimal use of limited resources

· Optimal use of limited resources seeks to achieve the most real risk reduction for the resources spent

Principles for Risk Management

· Promise what can and will be delivered  

· Honest and candid public accounting of what is known and not known about risk and what can be done about it.

· Impose no more risk than what would be tolerated yourself

· The Golden Rule of risk management brings decision-makers to understand the perspectives of those affected

· Be cautious in the face of uncertainty 

· A cautious approach is warranted when faced with a risk of serious, irreversible damage, even if the evidence is uncertain

Principles for Risk Management

· Foster informed risk decision-making for stakeholders 

· This involves both providing the opportunity to participate, and disclosure of the information required for informed decisions

· Recognize its flexible and evolutionary aspects

· To be open to new knowledge and understanding

· Evaluation start at the beginning and continue throughout the process

Risk Assessment in the Federal Government in 1983

New Framework for Risk Management
(U.S. Presidential/Congressional Commission on Risk Assessment and Risk Management 1997)
Australian enHealth Risk Assessment Model (2000)
Source: Hrudey

Common Elements that form a Comprehensive Framework

· Problem and Context Stage is key – the right problem, time, place

· Stakeholder involvement throughout

· Communication – often and open

· Full Risk Characterization Assessment, Uncertainty, Assumptions

· Open Decision-making

· Implementation

· Iteration and Evaluation

· Informed Decision-Making

· Flexibility

Caveats that apply to risk management

· Define risk upfront

· what is meant by risk

· Identify how risk will be used

· for example, priority-setting and mitigation rather than hazard, probability or consequence analysis alone

· Risk is a policy construct

· cannot be the sole determinative decision-making factor

· Be wary of risk management decisions that rely on bright line risk assessments

Caveat: Real and Perceived Risks

· The frequency and severity of sensational causes of death are often overestimated (airline disasters), while familiar risks are underestimate (automobile accidents)

· Tendency for policy to call for elimination of all risk

· Which is impossible

· This leads to a policy making dilemma

· Either fund the greatest real risk reduction projects

· Or, where the most people perceive the risk to be?

· Deaths per million hours of exposure

· Mountain Climbing


40,000

· Cigarette Smoking


  3,000

· Air Travel


    
     500

· Living near nuclear power plant                   0.5

Perspective and Scale

· For risk assessment, what is BIG and what is SMALL is relative

· absolute numbers are of limited value

· yet we think and act according to arithmetic (linear) scales of numbers

· Note:

· the absence of zero on the log scale is indicative about the meaning of zero in environmental health and risk issues

· zero risk is unattainable, even “undefined”

· we cannot equate safety with zero risk

The Challenge of Risk Management

· Making decisions in the face of uncertainty

· If there was no uncertainty and all evidence of impending danger was available and understood then decision-making would be straightforward.

· However this ideal does not exist in the real world

· Two types of failure can arise from such uncertainties

· Type I failure is the decision to act as if danger was imminent when this assessment is NOT correct – FALSE POSITIVE

· Type II failure is the decision not to act when danger IS TRULY imminent – FALSE NEGATIVE

Uncertainty failures in risk management

· Since there is no fail safe decision, both types of failure have consequences 

· However, statistical uncertainty analysis tells us that it is fundamentally impossible to simultaneously eliminate the chances of a false negative without increasing the chances of a false positive and vice versa. 

· Could the Precautionary Principle be the answer?

· The Rio Declaration 1992 stated “In order to protect the environment, the precautionary approach shall be widely applied by States according to their abilities. 

· Where there are threats of serious or irreversible damage, lack of full scientific certainty shall not be used as a reason for postponing cost-effective measures to prevent environmental degradation”

Some have argued that precautionary approaches should be used

Precautionary principle as a risk management answer

· In consideration of the interrelationship of false negatives and false positives, it appears the Precautionary Principle offers a false choice.

· Eliminate false negative failures, then the rate of false positive failures will increase. 

· Repeated Type I failures might lead consumers to eventually disregard risk advisories when they are actually warranted, the “Cry Wolf” scenario

· Creating the opposite effect

· On the other hand, Type II failures might cause illness or death among consumers

Precautionary principle as a risk management challenge

· The challenge is to finding the balance between avoiding Type II errors without creating an unacceptable increase in Type I errors 

· While the optimum balance will not always be clear risk management decisions must be made with the flexibility to adjust as new information becomes known.

Typology of Risk Tradeoffs


Examples of Risk Tradeoffs

Risk vs. Risk

· Not all risks are equal

· Factors such as severity, likelihood, magnitude, etc.

· Nor are choices risk free

· We are confronted with such choices

· Pain vs. Surgery

· Transportation by car or train or plane or ship

· Risk management is therefore choosing among risks, important aspects risk – risk decisions include:

· Magnitude of the risk

· Population at risk

· Certainty

· Type of outcome

· Distribution and Timing

Magnitude of the risk

· Target and countervailing risks often differ in their magnitude of probability

· When similar outcomes are presented such as cancer risk vs. cancer risk the relative magnitude becomes important

· 1 in 100 risk vs. 1 in 10,000 might lead to a straightforward decision

· When different outcomes are present such as heart disease vs. cancer the relative magnitude is also important

· The risk of cancer from fish is much smaller than heart disease from not eating fish

The importance of size

· If the probability of an adverse outcome is held constant then relative size of an affected population becomes important 

· Let’s say the the incremental lifetime risk of a cancerous agent is 1 in 100,000

· Let’s also say the total exposed population is no more than 100 people

· Then the incremental lifetime population risk is about 0.001 (100 x 1/100,000) cases of cancer – very small

· However, if the same incremental cancer risk is applied to a population of 100,000,000

· Then the incremental lifetime population risk is about 1000 (100,000,000 x 1/100,000) case of cancer – very large

Certainty of the risk

· We have spoken at length about how uncertainty is part of a risk estimate and the importance of characterizing it

· Often however, uncertainty is difficult to quantify

· In any event, for risk vs. risk comparisons the same “metric” should be used, for example:

· If worst case estimates are used for one target risk the same should be used for countervailing

· For distributions, the resulting shape of the distribution (for both) will reveal the nature of uncertainty and variability

Distribution and Timing

· Even in the case when risk tradeoffs result in the same outcome and uncertainty of either is equivalent, who incurs the risk remains critical

· Unequally distributed risks may be perceived as worse than equally distributed

· Risks incurred by disadvantaged groups may be seen as less fair because they may be poor, less powerful, lower social standing

· In addition, ethical concerns will be raised by risk transfers and transformations as a new population is put at risk

· Politics may enter into this risk shift as we have seen in Transboundary pollution concerns

· Timing of when the risk outcome will be realized will affect choices and perception of the risk

Type of outcome

· The nature of risk vs. risk is that often the risk outcomes differ, that is they are transformed.

· Some people who quit smoking will gain weight

· Some women who take estrogen therapy to reduce osteoporosis increase the risk of cancer

· Reducing risk of terrorist attacks will reduce freedom

· Comparing dissimilar risks is difficult, not only because calculations differ,

· More importantly views (subjective attitudes and perceptions) about risks differ

· Perceptions may drive the management decision

Summary of “Typical” Risk Perceptions

“Acceptable” if:

· Voluntary

· Proximate Benefit

· Known

· Workplace

· Natural

· Self

· Organ Damage

· Distant (time, place)

“Unacceptable” if:

· Involuntary

· No Benefit

· Unknown

· Residential

· Anthropogenic

· Children

· Cancer

· Near

Some dimensions of risk and their effect on perception

Qualitative factors affecting risk perception and evaluation
Examples of how risk management has been applied

Urban air pollution:  key environmental concerns

· Human health impacts

· Highest risk: lead, particulates 

· Other pollutants of concern: carbon monoxide, sulfur dioxide, nitrogen oxides, ozone, toxic chemicals

· Other environmental externalities 

· damage to natural and physical capital, amenity losses, noise, climate change

· ~ 40,000 excess deaths/yr and $6 billion annually in the Newly Independent States 

· Average 3 - 6 IQ points loss in children in some cities

· $1.1 -$4 billion annually in large cities of Asia

Sources of the environmental damage of air pollution 

Increasing problem in developing countries

· Rapidly growing vehicle fleet with high pollution

· inefficient and old vehicle fleet

· poor maintenance 

· lack of proper emission control

· poor fuel quality

· Large roadside population exposed

· street vendors, pedestrians

· The leaded gasoline phase out case

Blood lead levels worldwide
(average of sampled populations, 1980s-1990s)
Lead in gasoline and human exposures: close links

Impact of phase out: No serious technical constraints, U.S. advantage

· Vehicles can run on unleaded gasoline

· Catalytic converters are not needed 

· Valve seat recession only affects few old cars

· Lubricating additives are available to protect

· Refineries can adjust to produce unleaded gasoline

· Benefits – Costs

· Clear advantage

· Policy

· Political will

· Make unleaded cheaper

· Public information

Progress in the global phase-out of lead

· Total phase-out in 25+ countries

· Decline in the amount of lead in gasoline

· Around 80% of gasoline is unleaded world-wide

· Improvements in ambient air quality and human health

Rapid Phase-out in a Small Country: El Salvador

· Completed in 1 year

· Fast decline in airborne lead (from 1.5 ug/m3 to 0)

· Enabling conditions:

· Private ownership of petroleum sector

· Liberalized petroleum prices

· Significant imports

· Cost: 1 U.S. cent/liter

Use of Risk Management in the Military

· The use of risk assessment methods in the military varies 

· Quantitative Health Risk Assessment follows generally accepted principles

· Qualitative methods are also used for decision-making

Six Steps of Risk Management in Military

· Step 1

· IDENTIFY HAZARDS DURING MISSION ANALYSIS

· CONDITIONS THAT HAVE THE POTENTIAL OF POLLUTING THE AIR, SOIL, WATER, OR DEGRADE NATURAL CULTURAL RESOURCES

· Step 2

· ASSESS THE PROBABILITY OF ENVIRONMENTAL DAMAGE AND VIOLATIONS

· ENVIRONMENTAL RISK ASSESSMENT MATRICES 

· Step 3

· MAKE DECISIONS AND DEVELOP MEASURES TO REDUCE HIGH RISKS

· Step 4

· BRIEF THE CHAIN OF COMMAND AND APPROPRIATE DECISION MAKERS

· PROPOSED PLANS AND RESIDUAL RISKS

· Step 5

· IMPLEMENT ENVIRONMENTAL MEASURES

· INTEGRATE THEM INTO PLANS, ORDERS, SOPs, TRAINING PERFORMANCE STANDARDS, AND REHEARSALS

· Step 6

· SUPERVISE AND ENFORCE ENVIRONMENTAL STANDARDS

· TRAIN TO THESE STANDARDS

7 Areas of Environmental Concern

· Air Pollution

· Archaeological & Historical Sites

· Hazardous Material & Hazardous Waste

· Noise Pollution

· Threatened & Endangered Species

· Water Pollution

· Wetland Protection

· Risk Impact Values are used in matrices (scale of 0 to 5)

· 5 = greatest risk

· An estimate of operating conditions

· They indicate a severity of environmental degradation

Air Pollution Contributing Factors

· Value = 0  NO RISK/NOT APPLICABLE

· Value = 1

· OPERATING AREAS ARE NOT SUSCEPTIBLE TO RANGE FIRES.

· FIRES ARE LIMITED, CONTROLLED, AND ALLOWED ONLY IN AUTHORIZED AREAS (powder burn areas and incinerators).

· USE OF AND TRAINING WITH RIOT CONTROL CHEMICAL AGENT (CS) AND SMOKE ARE STRICTLY CONTROLLED.

· VEHICLES AND EQUIPMENT ARE WELL MAINTAINED AND IN GOOD OPERATING ORDER.

· SOLDIERS ARE ENVIRONMENTALLY CONSCIOUS.

· SOLDIERS ARE THOROUGHLY FAMILIAR WITH RANGE FIRE RESTRICTIONS.

· COMMAND AND CONTROL OR SUPERVISION IS EXCELLENT

· Value = 2

· OPERATING AREA IS SAFE FROM RANGE FIRES.

· STANDBY FIRE FIGHTING EQUIPMENT IS AVAILABLE.

· SOLDIERS ARE ENVIRONMENTALLY CONSCIOUS.

· SOLDIERS ARE BRIEFED ON THE HAZARDS OF RANGE FIRES AND RANGE FIRE RESTRICTIONS.

· COMMAND AND CONTROL OR SUPERVISION IS GOOD.

· Value = 3

· WEATHER IS FAVORABLE FOR TRAINING; WINDS AND RANGE CONDITIONS ARE WITHIN SAFE OPERATING LIMITS.

· OPERATING AREA IS SAFE FROM RANGE FIRES.

· SOLDIERS ARE BRIEFED ON THE HAZARDS OF RANGE FIRES AND RANGE RESTRICTIONS.

· COMMAND AND CONTROL OR SUPERVISION IS ADEQUATE.
· Value = 4

· CURRENT OR FORECASTED WEATHER CONDITIONS COULD CONTRIBUTE TO RANGE FIRES.

· OPERATING AREA IS SUSCEPTIBLE TO RANGE FIRES.

· SOME HIGH-TEMPO OPERATIONS ARE PLANNED (up to 36 hours).

· SOLDIERS ARE NOT ENVIRONMENTALLY CONSCIOUS.

· COMMAND AND CONTROL OR SUPERVISION IS MARGINAL.

· SOME USE OF EXPLOSIVES IS PLANNED. 

· Value = 5

· CURRENT OR FORECASTED WEATHER CONDITIONS (dry and windy) WILL CONTRIBUTE TO RANGE FIRES.

· OPERATING AREA IS SUSCEPTIBLE TO RANGE FIRES.

· VEHICLES AND EQUIPMENT ARE NOT RELIABLE OR WELL MAINTAINED.

· SOLDIERS ARE NOT PROFICIENT/EXPERIENCED.

· COMMAND AND CONTROL OR SUPERVISION IS MARGINAL.

· SUSTAINED HIGH-TEMPO OPERATIONS ARE PLANNED  (36 hours plus).

· EXTENSIVE USE OF EXPLOSIVES IS PLANNED.
Delegating decision roles

US DOT Risk Management Approach

· Information

· Labels for Containers

· Placards for Vehicles

· Shipping papers for each shipment

· Standards for Shipping Containers

· Inspections

· Penalties for non-compliance 

NFPA Risk Information

· National Fire Protection Association labeling system

· Containers, storage rooms

· For emergency responders

· Local (permits) & insurance (premiums) enforcement

Environmental Management System

The Road Map

Implementation Occurs in Stages

Qualitative Risk Management Systems – Severity based

· Challenge to find a method that would account for differing hazard data types

· Degree of Hazard such as Toxicity

· Quantity at risk

· and intangible aspects

· Impact of regulation

· Sensitivity of the environment

· Degree of control

· To help set priorities for capital spending

Qualitative Risk Management Systems – Severity based

· RiskMan

· Use of expert (internal to the organization) panel

· assess risk related qualitative components

· given quantitative values

· through a consensus approach

· Values are scored and plotted

· The values that are plotted in three ranges

· Acceptable

· Needs Improvement

· Undesirable

· Values in each range should agree with funding priorities budgeted for the next fiscal year

Risk Communication

European Commission Definition

· Risk communication is the interactive exchange of information and opinions throughout the risk analysis process concerning risk. It should involve not only risk assessors and risk managers, but also consumers and a wide range of other actual or potential stakeholders.

Risk Communication

· An on-going reciprocal communication among all interested parties is an integral part of all aspects of the risk process. 

· It is more than the dissemination of information on risk assessment findings to the public at large.

· It is the process by which information and opinion concerning risk, risk related factors and risk perceptions are considered and integrated into the risk management decision.

· Thus the process is not linear, but fluid, dynamic and iterative. 

· It is vital that before any risk related decision is made, periodic evaluation should be made to determine its effectiveness and evaluation processes implemented

Risk Communication

· The goal of risk communication is to effectively relay risk information developed through risk analysis to interested groups

· Methods include public hearings, emergency hotlines, information pamphlets

· Risk communication can be challenging, it requires addressing people’s

· different risk perceptions

· biases

· scientific knowledge

· educational backgrounds

· even race and gender

Risk Communication – the outrage factor

· While we have looked at quantitative risk assessment 

· hazard, exposure, and uncertainty

· Risk can also be viewed in terms of outrage and hazard

· Perceived risk = Perceived Hazard + Outrage

· First developed by Peter Sandman

· See http://www.psandman.com/
· See the Laundry list of Outrage reducers

· http://www.psandman.com/col/laundry.htm
Understanding outrage is essential to communicate about risk effectively

· Different than quantifying risk which attempts to examine

· Dose through exposure pathways,

· Toxicity of the chemical

· Size and susceptibility of the population 

· This estimate of risk rarely correlates with the perceptions of the affected population and other stakeholders. 

· This is why risk management may occasionally fail

· This population or community think of risk in different terms. 

· Remember Kaplan’s theories

· Sandman has found that things that scare people and the things that kill people are often inversely proportional to the real hazard.

Sandman’s Outrage Factors

Increases Outrage

· Involuntary

· Industrial (artificial)

· Exotic (unusual)

· Memorable

· Dreaded

· Catastrophic

Decreases Outrage

· Voluntary

· Natural

· Familiar

· Not memorable

· Not Feared

· Chronic

Giving Bad News

1. Tell people bad news they already know.

2. Repeat high-salience bad news again and again.

3. Be sorry about bad news.

4. Tell people bad news they’re going to find out anyway.

5. Consider telling people bad news they probably won’t find out anyway.

6. Tell people news that isn’t bad but might sound bad to them.

7. If you haven’t given people much bad news in the past, explain the change. 

8. Don’t blindside anybody.

9. When explaining the causes of bad news, consider the stupidity defense.

Giving Good News

10. Tell people the good news too!

11. Acknowledge incredibility.

12. Anticipate and acknowledge objections.

13. Make the good news subordinate to the bad news.

14. Acknowledge that self-serving information is self-serving.

15. Try to leave the good news for other sources.

Lessons Learned in Risk Communication

· Evolution of understanding (Adapted from Fischhoff)

· Inform Community of Results

· Expert speaks, Community listens

· Engage Community in Research

· Expert listens, Community speaks

· Community sets Research Agenda

· Expert & Community, listen and speak

· Perception is Reality

· Communication is an essential part of risk assessment

10 Key principles of risk assessment, 
John Graham, HSPS - CRA
· Use the best science for attributable health risk 

· Acknowledge scientific disagreements

· Acknowledge assumptions, & sensitivity of results

· Develop central estimates of risk and CI’s + uncertainty

· Acceptable risk is policy that requires public involvement

· No universally acceptable level of risk exists; context

· Health risk decisions require consideration of values

· quality of life, equity, ecological health, choice, economic welfare

· Risk reduction programs should avoid side effects that ( risk

· Programs should consider economic incentives plus command & control

· Context of risk may be as significant as the magnitude

· voluntary vs. involuntary risk

Translating technical terms into easy to understand language - a ppb – is not that simple

· Time:

· 1 second in 385 months

· Distance:

· 1.56 inches in 25,000 miles

· the circumference of the earth at the equator

· Area:

· 1 square yard in 324 square miles

· Volume:

· 1 drop of water in 34,000 gallons

· Weight:

· 1 particle of dust (0.01gram) on a 2000 pound automobile

The Public

· The public contributes significant information in determining the public health impact of exposure to toxic substances at hazardous waste sites. 

· Professionals must understand

· the needs of the community and be able to facilitate dialogue concerning the technical issues of public health risk and the psychological, political, social, and economic needs of the community. 

· Some guiding principles that we will review are not intended to be a standard of risk communication effectiveness, measured on the number of principles that are employed. 

· Their use should vary from case to case, based on needs, priorities, and other considerations of the community. 

The Importance of Community Involvement in Risk Communication 

· Risk communication is an area of emphasis and importance in parts of the broader public health community. 

· Over the past decade, risk communication has emerged to play an integral part in the prevention or mitigation of adverse effects related to hazardous substance exposure.

· The community can provide important information

· site background, 

· community health concerns, 

· demographics, 

· land and natural resource use, 

· environmental contamination, 

· environmental pathways, 

· and health outcomes. 

Overview of guiding principles

· Community information is needed during the risk assessment, management, and communication process.

· Communities need and want to be actively involved in identifying, characterizing, and solving problems that affect their lives; however:

· Merely disseminating information without regard for communicating the complexities and uncertainties of risk does not ensure effective risk communication. 

· Well-managed efforts will help ensure that your messages are constructively formulated, transmitted, and received and that they result in meaningful actions. Consider how the process works and some general principles for improving effectiveness. 

Risk Communication: Myths and Actions
(Chess et al. 1988)

· Belief in some common myths often interferes with development of an effective risk communication program. Consider the myths and actions you can take.

· Myth: We don't have enough time and resources to have a risk communication program.

· Action: Train all your staff to communicate more effectively. Plan projects to include time to involve the public.

· Myth: Telling the public about a risk is more likely to unduly alarm people than keeping quiet.

· Action: Decrease potential for alarm by giving people a chance to express their concerns.

· Myth: Communication is less important than education. If people knew the true risks, they would accept them.

· Action: Pay as much attention to your process for dealing with people as you do to explaining the data.

· Myth: We shouldn't go to the public until we have solutions to environmental health problems.

· Action: Release and discuss information about risk management options and involve communities in strategies in which they have a stake.

· Myth: These issues are too difficult for the public to understand.

· Action: Separate public disagreement with your policies from misunderstanding of the highly technical issues.

· Myth: Technical decisions should be left in the hands of technical people.

· Action: Provide the public with information. Listen to community concerns. Involve staff with diverse backgrounds in developing policy.

· Myth: Risk communication is not my job.

· Action: As a public servant, you have a responsibility to the public. Learn to integrate communication into your job and help others do the same. 
· Myth: If we give them an inch, they'll take a mile.

· Action: If you listen to people when they are asking for inches, they are less likely to demand miles. Avoid the battleground. Involve people early and often.

· Myth: If we listen to the public, we will devote scarce resources to issues that are not a great threat to public health.

· Action: Listen early to avoid controversy and the potential for disproportionate attention to lesser issues. 

· Myth: Activist groups are responsible for stirring up unwarranted concerns.

· Action: Activists help to focus public anger. Many environmental groups are reasonable and responsible. Work with groups rather than against them. 

Seven Cardinal Rules of Risk Communication
(Covello and Allen 1988)

· Accept and involve the public as a partner.

· Your goal is to produce an informed public, not to defuse public concerns or replace actions. 

· Plan carefully and evaluate your efforts.

· Different goals, audiences, and media require different actions.

· Listen to the public's specific concerns.

· People often care more about trust, credibility, competence, fairness, and empathy than about statistics and details.

· Be honest, frank, and open.

· Trust and credibility are difficult to obtain; once lost, they are almost impossible to regain.

· Work with other credible sources.

· Conflicts and disagreements among organizations make communication with the public much more difficult.

· Meet the needs of the media.

· The media are usually more interested in politics than risk, simplicity than complexity, danger than safety.

· Speak clearly and with compassion.

· Never let your efforts prevent your acknowledging the tragedy of an illness, injury, or death. People can understand risk information, but they may still not agree with you; some people will not be satisfied. 

Factors Influencing Risk Perception
(Fischhoff et al. 1981)

· People's perceptions of the magnitude of risk are influenced by factors other than numerical data.

· Risks perceived to be voluntary are more accepted than risks perceived to be imposed.

· Risks perceived to be under an individual's control are more accepted than risks perceived to be controlled by others.

· Risks perceived to be have clear benefits are more accepted than risks perceived to have little or no benefit.

· Risks perceived to be fairly distributed are more accepted than risks perceived to be unfairly distributed.

· Risks perceived to be natural are more accepted than risks perceived to be manmade.

· Risks perceived to be statistical are more accepted than risks perceived to be catastrophic.

· Risks perceived to be generated by a trusted source are more accepted than risks perceived to be generated by an untrusted source.

· Risks perceived to be familiar are more accepted than risks perceived to be exotic.

· Risks perceived to affect adults are more accepted than risks perceived to affect children.

Interacting with the Community
(Chess et al. 1988)

· Recognize the importance of community input. 

· Citizen involvement is important because

· people are entitled to make decisions about issues that directly affect their lives; 

· input from the community can help the agency make better decisions; 

· involvement in the process leads to greater understanding of - and more appropriate reaction to - a particular risk; 

· those who are affected by a problem bring different variables to the problem-solving equation; and 

· cooperation increases credibility. 

· Finally, battles that erode public confidence and agency resources are more likely when community input isn't sought or considered. 

· To the extent possible, involve the community in the decision-making process.

· Involve the community at the earliest stage possible.

· Clarify the public's role from the outset.

· Acknowledge situations where the agency can give the community only limited power in decision making.

· Find out from the communities what type of involvement they prefer. 

· Identify and respond to the needs of different audiences.

· Try to identify the various interests in a situation at the beginning and meet with representatives of each informally.

· Recognize the strengths and weaknesses of citizen advisory groups.

· Deal with everybody equally and fairly. 

· When appropriate, develop alternatives to public hearings.

· In particular, hold smaller, more informal meetings.

· If you cannot avoid a large public meeting, the logistics should enable both the agency and the community to be treated fairly.

· Consider breaking larger groups into smaller ones.

· Be clear about the goals for the meeting. If you cannot adequately fulfill a citizen's request for a meeting, propose alternatives.

· In certain situations, one-to-one communication may work best. 

· Recognize that people's values and feelings are a legitimate aspect of risk issues and that such concerns may convey valuable information.

· Provide a forum for people to air their feelings.

· Listen to people when they express their values and feelings.

· Acknowledge people's feelings about an issue.

· When people are speaking emotionally, respond to their emotions.

· Do not merely follow with data.

· Show respect by developing a system to respond promptly to calls from community residents. 

· Recognize and be honest about the values incorporated in agency decisions.

· Be aware of your own values and feelings about an issue and how they affect you.

Earning Trust and Building Credibility
(Covello 1992; Covello 1993)

· Constructive communications will depend, to a large extent on how your audiences perceive you to be trustworthy and believable. 

· Consider how they form their judgments and perceptions. 

· Public assessment of how much we can be trusted and believed is based upon four factors:

· Empathy and caring

· Competence and expertise

· Honesty and openness

· Dedication and commitment

· Trust and credibility are difficult to achieve; if lost, they are even more difficult to regain.

Avoiding Pitfalls

· Pitfall: Jargon

· Do: Define all technical terms and acronyms.

· Don't: Use language that may not be understood by even a portion of your audience.

· Pitfall: Humor

· Do: If used, direct it at yourself.

· Don't: Use it in relation to safety, health, or environmental issues.

· Pitfall: Negative Allegations

· Do: Refute the allegation without repeating it.

· Don't: Repeat or refer to them.

· Pitfall: Negative Words and Phrases

· Do: Use positive or neutral terms.

· Don't: Refer to national problems, i.e., "This is not Love Canal.“

· Pitfall: Reliance on Words

· Do: Use visuals to emphasize key points.

· Don't: Rely entirely on words.

· Pitfall: Temper

· Do: Remain calm. Use a question or allegation as a springboard to say something positive.

· Don't: Let your feelings interfere with your ability to communicate positively. 

· Pitfall: Clarity

· Do: Ask whether you have made yourself clear.

· Don't: Assume you have been understood. 

· Pitfall: Abstractions

· Do: Use examples, stories, and analogies to establish a common understanding.

· Pitfall: Nonverbal Messages

· Do: Be sensitive to nonverbal messages you are communicating. Make them consistent with what you are saying.

· Don't: Allow your body language, your position in the room, or your dress to be inconsistent with your message. 

· Pitfall: Attacks

· Do: Attack the issue.

· Don't: Attack the person or organization. 

· Pitfall: Promises

· Do: Promise only what you can deliver. Set and follow strict orders.

· Don't: Make promises you can't keep or fail to follow up.

· Pitfall: Guarantees

· Do: Emphasize achievements made and ongoing efforts.

· Don't: Say there are no guarantees.

· Pitfall: Speculation

· Do: Provide information on what is being done.

· Don't: Speculate about worst cases. 

· Pitfall: Money

· Do: Refer to the importance you attach to health, safety, and environmental issues; your moral obligation to public health outweighs financial considerations.

· Don't: Refer to the amount of money spent as a representation of your concern.

· Pitfall: Organizational Identity

· Do: Use personal pronouns ("I," "we").

· Don't: Take on the identity of a large organization.

· Pitfall: Blame

· Do: Take responsibility for your share of the problem.

· Don't: Try to shift blame or responsibility to others.

· Pitfall: “Off the Record”

· Do: Assume everything you say and do is part of the public record.

· Don't: Make side comments or "confidential" remarks.

· Pitfall: Risk/Benefit/Cost Comparisons

· Do: Discuss risks and benefits in separate communications.

· Don't: Discuss your costs along with risk levels. 

· Pitfall: Risk Comparison

· Do: Use them to help put risks in perspective.

· Don't: Compare unrelated risks. 

· Pitfall: Health Risk Numbers

· Do: Stress that true risk is between zero and the worst-case estimate. Base actions on government standards rather than risk numbers.

· Don't: State absolutes or expect the lay public to understand risk numbers.

· Pitfall: Numbers 

· Do: Emphasize performance, trends, and achievements.

· Don't: Mention or repeat large negative numbers.

· Pitfall: Technical Details and Debates

· Do: Focus your remarks on empathy, competence, honesty, and dedication.

· Don't: Provide too much detail or take part in protracted technical debates.

· Pitfall: Length of Presentations

· Do: Limit presentations to 15 minutes.

· Don't: Ramble or fail to plan the time well. 

Public Meetings

· Prepare for Answering Questions

· Anticipate what questions will arise and prepare answers to them.

· Practice questioning and responding.

· The Opening Presentation

· A strong opening presentation sets a tone for the meeting

· Crucial establish trust and build credibility. It includes:

· I. Introduction

· A statement of personal concern

· A statement of organizational commitment and intent 

· A statement of purpose and a plan for the meeting 

· II. Key Messages

· A maximum of three take-home points

· Information to support the key messages

· III. Conclusion

· A summarizing statement

· I. Introduction

· Remember that perceived empathy is a vital factor in establishing trust and building credibility, and it is assessed by your audience in the first 30 seconds. 

· Include the following in your introduction:

· Statement of personal concern

· e.g., "I can see by the number of people here tonight that you are as concerned about this issue as I am." 

· Statement of organizational intent

· e.g., "I am committed to protecting the environment and the public. We of the "x" have been involved with this community for a long time and want to work with the community on this issue.“

· Statement of purpose and plan for the meeting. (Do not use the same statement at each meeting.)

· e.g., "Tonight, we would like to share with you the findings of the report for approximately 15 minutes, then we would like to open the floor for discussion, questions, and concerns. We will be available after the meeting for anyone who wishes additional information or to continue the discussion." 

· II. Key Messages and Supporting Data

· The key messages are points you want your public to have in mind after the meeting. They should address central issues, and be short and concise.

· e.g., "We have extensively tested wells in the area and found that the water meets all standards for safe drinking.“

· To develop your key messages: 

· Brainstorm. Think freely and job down all pieces of information you wish to communicate.

· Select key messages. Identify the most important ideas. Repeat the process until your list is down to three items.

· Identify supporting data. Other information you listed probably provides support to your key messages; organize it to reflect this.

· III. Conclusion

· Restate verbatim your key messages.

· Add a future action statement: 

· What is your organization going to do on this project in the short term? Long term?

Ten Deadly Sins of Communication

· Appearing unprepared.

· Handling questions improperly. 

· Apologizing for yourself or the organization. 

· Not knowing knowable information. 

· Unprofessional use of audiovisual aids. 

· Seeming to be off schedule. 

· Not involving participants. 

· Not establishing rapport. 

· Appearing disorganized. 

· Providing the wrong content.

Using Risk Comparisons 
(Covello et al. 1988; Covello 1989)

· In explaining risk data, you may wish to compare a risk number to another number. Remember:

· Comparisons can help put risk in perspective.

· Benefits should not be used to justify risks.

· Irrelevant or misleading comparisons can harm trust and credibility.

· Guidelines for Risk Comparisons 

· First-rank (most acceptable)

· of the same risk at two different times 

· with a standard 

· with different estimates of the same risk

· Second-rank (less desirable)

· of the risk of doing something versus not doing it

· of alternative solutions to the same problem 

· with the same risk experienced in other places

Using Risk Comparisons

· Third-rank (even less desirable)

· of average risk with peak risk at a particular time or location 

· of the risk from one course of an adverse effect with the risk from all sources of the same effect 

· Fourth-rank (marginally acceptable)

· with cost; or one cost/risk ratio with another

· of risk with benefit

· of occupational risk with environmental risk 

· with other risks from the same source 

· with other specific causes of the same disease, illness, or injury

· Fifth-rank (rarely acceptable - use with extreme caution!)

· of unrelated risks (e.g., smoking, driving a car, lightning)

· Remember the factors that people use in their perception of risk; the more a comparison disregards these factors, the more ineffective the comparison.

Days off your life

· Being an unmarried male


3500

· Smoking cigarettes and being male

2250

· Heart Disease




2100

· Being an unmarried female


1600

· Being 30% overweight



1300

· Being a coal miner



1100

· Cancer





980

· Being 20% overweight



900

· Having less than an 8th grade education
850

· Smoking cigarettes and being female

800

· Being poor




700

· Stroke





520

· Smoking cigars




330

· Smoking a pipe




220

· Increasing daily food intake by 100 calories
210

· Driving a motor vehicle



207

· Pneumonia, influenza



141

· Drinking alcohol




130

· Accidents in the home



95

· Suicide





95

· Diabetes





95

· Being murdered




90

· Misusing legal drugs



90

· Having an average risk job


74

· Drowning





41

· Having a job with radiation exposure

40

· Falls





39

· Walking down the street


37

· Fire and burns




27

· Using illegal drugs



18

· Solid and liquid poisons


17

· Suffocation




13

· Firearm accidents



11

Answering Questions

· As with presentations, your responses to individual's questions and concerns will affect your success. Prepare and practice. Consider how to answer questions in general and how to respond to specific inquiries. Guidelines:

· Be prepared. 

· If you know your subject and know your audience, most questions can be anticipated.

· Develop and practice responses.

· Track Your Key Messages. 

· Use your responses as opportunity to reemphasize your key messages. 

· Keep Your Answers Short and Focused. 

· Answer should be less than 2 minutes long. 

· Practice Self-Management. 

· Listen. 

· Be confident and factual. 

· Control your emotions. 

· Speak and Act with Integrity. 

· Tell the truth. 

· If you don't know, say so. 

· Follow up as promised. 

· If you are unsure of a question, repeat or paraphrase it to be certain of the meaning. 

· Sample questions, key messages and tips. 

· For a discussion of different types of tough questions, consult Communicate with Power: Encountering the Media, Barry McLoughlin Associates, Inc., 1990.

Sample Questions

· You are here as a representative of "x." Why doesn't "x" have a program to investigate hazardous waste sites?

· Key Message: We do have a policy to investigate hazardous waste sites. In fact, we...

· State in a positive manner that you do not agree with the questioner's statement. 

· Do not try to ignore it.

· Be polite but firm.

· Take the opportunity to restate your position or message. 

· Your boss said that he was confident that there would be no problems found at this location. Doesn't he know that dumping 1,000 gallons of oil, paint thinner, and solvent near the vehicle shop can cause serious public health problems? Or is he trying to sway the results of the study?

· Key Message: Evaluating the safe disposal of these products is part of the overall investigation that we are conducting to ensure the continued safety of the public.

· Do not repeat the negative words. 

· Refute without repeating allegations.

· Return to your message. 

· You've told us about the agency's position on water quality. But would you drink the water?

· Key Message: I'm also concerned about the quality of drinking water - not only as an agency representative but also as a fellow citizen. Given all I know about the issue and given the type of person I am, yes, I would drink the water. 

· Be prepared for personal questions.

· If you do not agree with the agency's position, you should not act as a spokesperson.

· Does EPA agree with what you are doing here?

· Key Message: We follow EPA guidelines and send EPA copies of all our studies.

· Refer questions to the appropriate person or organization.

· Speak only to what you know and on behalf of the organization you represent. 

· Do you know the exact figure on how much money has been spent to date on this problem?

· Key Message: I don't know the exact figure. But if you will give me your name and number, I will get that information for you by...

· Say you don't know.

· Offer to get the information by a specified time.

· Don't lie or make up an answer.

· If you promise to get the information, follow up. 

· We've heard that your agency and the state regulators have made a deal to clean up heavy contamination quietly and not to do a proper hazardous waste investigation because it would be embarrassing to admit this area was missed earlier. Why is your agency being insensitive by dragging its feet on this environmental issue?

· Key Message: Our goal is to fully protect the safety and health of the community and to do so in compliance with all applicable federal and state laws and regulations. We have issued several news releases on the study.

· Respond with a straightforward statement of theme.

· What do you plan to do about the lawsuit that a local business has filed against your agency claiming compensation for loss of business?

· Key Message: That's a legitimate question. But while the case is in progress, I am not able to discuss this.

· Give a reason why you can't answer.

· What are your qualifications to run this program?

· Key Message: I have several years' experience in managing programs of this type, and I have a team of professionals working with me to ensure that all aspects of the program are carried out with quality.

· Don't respond with hostility or emotion.

· Remove emotional words. 

· Don't you know that you cannot make final decisions without providing for public comment, you idiot?

· Key Message: All decisions will take public comments very seriously.

· Restate, removing hostile or negative tone. 

· It must be really hard to deal with all of your environmental problems.

· Key Message: My training and experience prepare me to deal with environmental, safety, and health problems, and I am here to do the best job I can for the community.

· Don't buy into the sympathetic approach. You may end up agreeing and destroy your credibility.

· In reference to groundwater contamination, why do you think your agency doesn't care about the health of its neighbors?

· Key Message: We are very concerned about the health of our neighbors.

· Then why does it take over 5 years of study to come up with a solution to remediate your contamination of our groundwater?

· Key Message: I want to make sure that it is clear that we take care of any situation that poses an immediate danger without delay. During our study, which for many reasons is an extensive and expensive process, we did not find an immediate health threat. If we had, we would have taken immediate action. Public health is always our top concern.

· Be polite but firm.

· Return to your message. 

· Repeat your statements. 

· Be careful not to repeat negative words like contamination of the public groundwater.

· What is the worst-case scenario? 

· Key Message: I would not want to speculate. We are working hard to ensure the health and safety of this community. The study we are conducting will include testing of soil, groundwater...

· Don't speculate.

· If you do speculate, categorize it as such. 

· We have heard a rumor that there are serious groundwater problems at this site.

· Key Message: This is the first time I've heard this rumor. The data I have seen indicate that no groundwater problems exist at this site.

· Don't respond to rumor.

· Do tell the truth. 

Some DoS and Don'ts of Listening
(Atwater 1989)

Do: 

· Become aware of your own listening habits. 

· Share responsibility for the communication. 

· Concentrate on what the speaker is saying. 

· Listen for the total meaning, including feelings. 

· Observe the speaker's nonverbal signals. 

· Adopt an accepting attitude. 

· Express empathic understanding. 

· Listen to yourself. 

· "Close the loop" of listening by taking appropriate action.

Don't: 

· Mistake not talking for listening.

· Fake listening. 

· Interrupt needlessly. 

· Pass judgment too quickly. 

· Make arguing an "ego-trip;" don't argue. 

· Ever tell a speaker, "I know exactly how you feel." 

· Overreact to emotional words. 

· Give advice unless it is requested. 

· Use listening as a way of hiding yourself. 

Managing Hostile Situations

· Issues of health and environment can arouse strong anger and hostility. Consider some things you can do to diffuse anger and re-direct hostile energy. Remember

· Environmental issues can arouse strong emotions, including anger and hostility.

· Hostility is usually directed at you as a representative of an organization, not you as an individual.

· Dealing ineffectively with hostility can erode trust and credibility.

· Remaining calm is key 

Some Things You Can Do in Hostile Situations

· Acknowledge the Existence of Hostility.

· You are sending the message that you are in control. 

· The worst thing you can do is pretend it's not there. 

· Practice Self-Management. 

· Control your apprehension. 

· Anxiety undercuts confidence, concentration, and momentum. 

· Listen. 

· Be Prepared 

· Plan, prepare, and practice your presentation and anticipated questions and answers. 

· Communicate Empathy and Caring. 

· Recognize people's frustrations. 

· Use eye contact. 

· Assume a listening posture. 

· Answer questions carefully and thoughtfully. 

· Track Your Messages. 

· Turn negatives into positives. 

· Bridge back to your messages. 
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Risk Communication in Court

· 1993 – Daubert v. Merrel Dow Pharmaceuticals

· U.S. Supreme Court ruled that trial judges can play a gatekeeping role for admissibility of expert evidence and could appoint their own experts to review scientific evidence

· Four points were noted that judges could take into account when determining admissibility: 

· 1) Is the theory or technique testable?

· 2) Has the theory or technique been subjected to peer review and publication?

· 3) Is the error rate known or potentially known? and 

· 4) Is the theory or technique generally accepted within the particular scientific community? 

· These questions should be used for the principles and methods of experts, and not their conclusions. 

· 1997 – General Electric v. Joiner

· U.S. Supreme Court ruled that an appellate court could not reverse a judge’s decision to exclude expert testimony if the judge used appropriate criteria

· What criteria can be used

· The testimony must be appropriate, standard, not confusing

· What does reasonable scientific certainty mean?

· Is the 95% confidence limit reasonable?

· Is a 2 fold increase in relative risk or odds ratio reasonable?

· Judge and jury could find discussions about uncertainties and statistics confusing

· We know that statistical association does not demonstrate causation; it does however greatly increase the level of confidence that causation is likely

· Surveys have shown that statistics are less persuasive than the presenter (you are the message)

· For the public, anecdotal evidence is just as convincing as formal risk assessments

· Interestingly, those who emphasize uncertainty in risk assessment may be viewed to be uncertain themselves and possible have their testimony rejected
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